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(57) Abstract :

A technique and system for detecting payment fraud over a worldwide wide area network. The process entails receiving sales data, receiving payment information from the buyer, and checking
the transaction information for signs of fraud. Enhancement of transaction information for fraud analysis is sent to a human when the analysis reveals fraud. To determine whether a transaction
appears fraudulent, this method involves performing regulatory assessments in one format. Analyses using rule-based methods can include data and speed rules that may be suspect. Velocity
rules are used to determine if a transaction is fraudulent based on the amount of activity involved. The suspect data criteria are used to determine if billing, shipping, selling addresses,
telephone and account numbers, and other data are in the correct syntactic format. In one variation, basic transaction information filtering is also included. An example of this approach is
asking a third party, such as a financial institution, for permission-based on payment information. Personal computers, server computers, and other personal computers can all benefit from this

technique. Some people use the Internet to communicate, while others use dedicated phone lines.
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